
What Institutional 
Information or IT Resources 

do you have?

Does this Institutional 
Information or IT Resources 
require any special security 

requirements due to a 
contract agreement or 

external obligation?

Can the modification or 
disclosure of this Institutional 
Information or IT Resources 
result in significant privacy 
impacts, significant fines, 

penalties, regulatory action, or 
civil or criminal violations?

P4

Yes

No

No

Is this Institutional 
Information or IT Resources 
the authoritative source of 

record?

Yes

No

If this Institutional Information 
or IT Resources was ever lost 

or falsely modified will it result 
in significant harm or 

impairment to UC Students, 
patients, research subjects, 
employees, guest/program 
participants, UC reputation, 
the overall operation of the 

Campus or essential services?

Yes

P4

Can the disclosure or 
modification of this 

Institutional Information or 
IT Resources result in 

significant harm or 
impairment to UC Students, 
patients, research subjects, 
employees, guest/program 
participants, UC reputation, 
the overall operation of the 

Campus or essential 
services?

Yes

No

P4

Is this Institutional 
Information or IT 

Resources available for the 
public to view?

Yes

No

P1

Yes

Contact OIT 
Security for 

guidance

Will the disclosure or 
modification of this 

Institutional Information or IT 
Resources have a small to 

moderate impact to 
the Privacy of individuals?

No

Yes

P2

YesNoP2

Start

Contact OIT 
Security for 

guidance

How many records does this 
asset have? Is it a “large” 

amount?

P3Yes

No

What is the context of the  
Institutional Information or IT 

Resources? How 
comprehensive is it? Can 

anyone misuse or abuse the 
information in a malicious 

way?

No

Yes

P3

Can the modification or 
disclosure of this Institutional 
Information or IT Resources  
result in small to moderate 

fines, penalties, or civil 
actions?

No

P3Yes

Does this Institutional 
Information or IT Resources 
require any special security 

requirements?

Protection Level – Classification Guide

Is the Institutional 
Information or IT Resources 

considered Critical IT 
Infrastructure? 

Yes

No

P4

Can the modification or 
disclosure of this Institutional 
Information or IT Resources 

result in moderate damage to 
the Campus?

P3Yes

No
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